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AyTeHTHUKAITUSL

bezomnacuocTs nHpOpMaIUN
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KonduneHnmmanbHOCTD

O06paboTka mepcoHalbHBIX
JTAHHBIX

TEPMHWHBI U ONTPEJAEJIEHUA

JlelicTBus. TO TMpoBepKe TMOJUIMHHOCTH CcYOBeKTa JOCTyIa
B HH(popMaNOHHOH cHUcTeMe

CocTogHre  3aMIUIIEHHOCTH  WHQPOPMAIUU, MPU KOTOPOM
obecrieyeHbBl  ee  KOH(HUJICHIHATBHOCTh,  JOCTYIHOCTH
U 1IeTOCTHOCTD

HNudopmarnvonnas cucTteMa, co3fiaBaeMasl B MesIX peanu3anun
MTOTHOMOYHTH roCy/1apcTBEeHHBIX OpraHoB
u obecrieuenuss oOMmeHa wuHPoOpMaIUeidt MeXay OSTHMH
OopraHaMi, a TakKe B WHBIX YCTAHOBJIEHHBIX (efepalbHBIMU
3aKOHAMU TENIX

Bo3M0oKHOCTE OMy4YeHusI HHPOPMAITUH U €€ UCTIONH30BaHUS
Coctognue wuHpOpMAIUM, XapaKTepuzyeMoe CIoCOOHOCTHIO
TEXHUUYECKUX CPEJCTB U WHGOPMAIMOHHBIX TEXHOIOTHUI
obecnieunBaTh OeCHpPENATCTBEHHBIM MOCTyn K WHGOpMAINUN
CyOBEKTOB, UMEIOITUX Ha ATO TTOTHOMOYMS

3amuTta wuHGOpManuM, HampaBlIeHHas Ha MpeJoTBpallleHHe
MONyUeHUs 3allluiaeMoit uHdopMaluu 3auHTepEeCOBAHHBIMU
cyObeKTaMHU ¢ HapyIIeHWeM YCTaHOBIEHHBIX HOPMATUBHBIMHU
U TIpaBOBBEIMH JIOKYMEHTaMH (aKTaMH) WU 00JafaTelsIMu
uHpopManii TpaB WIA TPaBUNT pa3TpaHUUYeHUS JOCTyIa
K 3ammuiaeMoit nHpopMaIuu

Nudopmaniug, gBusiomascs TPEeIMETOM  COOCTBEHHOCTH
U TIOJUIeKallasl 3allUTe B COOTBETCTBUM ¢ TpeOOBaHUAMHU
TIPaBOBBIX JTIOKYMEHTOB U TpeOOBaHUSIMU,
yCTaHaBJIMBaeMBIMHU COOCTBEHHUKOM HH(pOpMAIiu
[IpucBoenue cyOnekTaM U 00BEKTaM JOCTYIIa UAeHTU(PUKATOpA
u  (WIM) cpaBHEHUE TPETBIBIIEMOTO HJASHTUDHUKATOpA
C TIepeyHeM MPUCBOESHHBIX WACHTU()UKATOPOB

COBOKYMHOCTE cojiepikalreiics B 0azax JaHHBIX WHPOPMAIIUN
u o0ecnieunBalOIuX  ee  oOpaboTKy  HMHQPOPMAIMOHHBIX
TEXHOJOTHUI U TEXHUUECKUX CPEJICTB

OTnensHble TOKYMEHTHI U OTAENbHBIE MAacCHUBBI JIOKYMEHTOB,
JOKYMEHTBI W  MAacCHUBHI  JIOKYMEHTOB,  COJiep:Kalluecs
B HHpOpPMANIMOHHBIX ~ cHUcTeMaxX (OmOmHoTeKkaxX, apxuBax,
dbonnax, 6baHkax JaHHBIX, THPOPMAIIMOHHBEIX CHCTEMaX JPYTUX
BUJIOB)

[Iporeccrl, MeTONBI TOWCKA, cOopa, XpaHeHUs, 00paboTKH,
MpeIoCcTaBleHus], paclpocTpaHeHus] UHHOPMAIMH U CIOCOOBI
OCYHIECTBIEHUS TaKUX MPOIECCOB U METOJ/IOB

Ceenenust (coobmienus, JTaHHEBIe) HE3aBUCHUMO
oT (OPMBI UX TIPEICTABICHUS
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B KOTOPOM HCKITIOUEHO HEKOHTPONHpyeMoe NpeObIBaHUe JIUIL,
HEe UMEIONUX TMOCTOSHHOTO WM  pa3oBOrO  JIOMYCKa,
U TIOCTOPOHHUX TPAHCIOPTHBIX CPEJICTB

O6s3aTenbHOE IS BBITONHEHUS THIIOM, MONYUYUBIIAM JIOCTYII
K ompeneleHHolt wHpoOpMaluu, TpeOoBaHHWE He TepenaBaTh
Takylo uHQOpMaNHUiO TPeTPUM JHIlaM 0e3  corjiacus
ee oOmagaTens

JleticTBus (omepallii) ¢ MepcOHANBHBIMU JAaHHBIMH, BKITIOUas
cbop, cucTeMaTH3aluio, HaKOIMIeHUe, XpaHeHHe, YTOUHeHHe



Omnepatop

HepCOHaJ'II)HI)Ie JaHHBIC

VYrpo3a 6e3onacHoCTH
uHpopMaIuu

VYa3BUMOCTD

LlenocTHOCTE

(oOHOBNEHUE, W3MEHEHHE), UCIIOIB30BaHNE, PaclpocTpaHeHHe
(BTOM uYHCcHe Tepenady), oOe3MHUYHBaHHE, OJOKUPOBAaHWUE,
VHUYTOKEHNE MTepCOHANBHBIX JTaHHBIX

TpaXJaHUH WIH OPUARYECKOe JHUI0, OCYIIECTBISIONIHE
JEATETLHOCTE IO JKCIUTyaTallud WH(OPMAITHOHHOW CHCTEMEI,
B TOM uHcle 1o o0paboTke WHGOPMAIHH, coJepKarmeiics
B ee 0a3ax JaHHLIX

Jlrobass mHGOPMANHA, OTHOCAIIAACS K MPAMO HITH KOCBEHHO
onpeIeICHHOMY HUIH ONpeesIeMoMy (PpH3UUECKOMY JTHITY

CoOBOKYIIHOCTH ~ yCIMOBHEE  ©U  (aKTOpOB,  CO3/MAIOIIUX
MOTEeHIIUATHHYIO U peanbHO CYITIECTBYIOITYIO
OTIacHOCTb, CBSA3aHHYIO c yTeuKoit uHpOpPMAIUH

U/UT HECAaHKIIMOHUPOBAHHBIMA UW/UJIA  HETIpeHAMEPEHHBIMU
BO3/ICHCTBUSAMU Ha Hee

Henocrarok (cmabocTh) MIPOTPaMMHOTO
(TIporpaMMHO-TEXHUUYECKOTO) Cpe/icTBa UIH UHPOPMAITHOHHOMH
CHUCTEMBI B II€NIOM, KOTOPBEIH (KOTOpas) MOXKET OBITh
HCIIONB30BaHa  JUISL  peanu3aluud  yrpo3  0e30macHOCTH
uHpopmanuu

YcrotiunBocTh  uWH(pOpMaNd K = HECAHKIIMOHUPOBAHHOMY
UK cITydaifHOMY BO3/EHCTBHIO Ha Hee B Tpoliecce o0padoTKH
TEXHUYECKUMH CpEJICTBAMHU, PE3YNbTATOM KOTOPOTO MOKET
OBITH YHUUTOXEHNE U HCKaKeHUEe HHPOPMAIIH



FTOCT P
Monntuka

reA0Y

dCBb Poccun
PCTIK Poccun

OBO3HAYEHWA N COKPAILII HNA

- TocypapcTBeHHbIn cTaHAapT Poccuitickoli depepatum
- Monutnka wuHMOpPMaUMOHHON 6e3omacHOCTM [OCyAapCTBEHHOrO
OIOKETHOT0  AOWKONbHOr0O  06pa3oBaTe/IbHOr0  YyUpexaeHus
fetckuin cag Ne 87 KOM6MHMPOBaHHOrO BMAa MNprMoOpCcKoro paioHa
CaHkT-lMeTepbypra
- FocynapcTBeHHOe . OHOIKETHOE [AOLIKONbHOE 06pa3oBaTe/nibHOE
yupexgeHue ;AeTckuin, cag '‘Ne 87 KOMOWHMPOBAHHOrO BUfAa
Mpumopckoro palioHa CaHKT-IeTepbypra
- ®epepanbHad cnyxba 6e3onacHocTn Poccuiickoin depepayuu
- ®epepanbHasa cny)6a No TEXHUYECKOMY U 3KCMOPTHOMY KOHTPO/O



1 OBINUE IMOJOKEHHUA

Hactosmas IlonuTuka sBigeTCS JOKYMEHTOM, ONPEJENSIONUM HalpaBIeHUs IeATelbHOCTH
B oOmactu o0ecrneueHus WHQPOPMAIMOHHON  0e30MacHOCTH W TpeJICTaBIsIeT  coOoi
cUCTeMaTH3UpoBaHHOE M3NOKEeHHe MeNelt u 3a1a4u nHpopManuoHHol 0e30MacHOCTH, KaK OJIHO WIIN
HECKOJILKO TPaBHII, MPOIEAYP, MPAKTHUSCKUX MPUEMOB W PYKOBOJSAIINUX TPHHIIUIIOB, KOTOPBIMH
pykoBoAcTByeTcsl |'ocynapcTBeHHOe OIO/KETHOE JOIMKOIBHOE O0Opa3oBaTeNbHOe YUpekAeHUe
netckuii cag Ne 87 komOunupoannoro Bunaa llpuMopckoro pationa Cankt-lIletepOypra (namee —
I'BJIOY), a Takke OpraHU3alMOHHBIX, TEXHOIOTUYECKUX U MPOIETYyPHBIX acleKTOB oOecnedeHus
nHpopManronHol 6e30MacHOCTH.

[lTonoxenus  wacrosmeit llomuTukm He  pacmpocTpaHdioTcs Ha — obecrieueHue
nHpopmanronHoit 6e30MacHOCTH CBeJISHUH, COCTABIAIOMINX TOCYIapCTBEHHYIO TaliHy.

OcHoBHO#1 3amaucii B obOmactu wHbopMmarnuonHoi Oe3zomacHoctd ['BJIOY  mpusmaer
COBEPIICHCTBOBAHUE MeEpP W CPeJCTB oOOeCIeUeHHs 3alllUThl HHGPOPMAUK HWHPOPMAIHMOHHEBIX
pecypcoB I'BJ/IOY B koHTeKCTe pa3BUTHS 3aKoHOJaTeldhcTBa Poccuiickoit deaepanuu 1 HOPM
perynupoBaHusS HWHGOPMAITHOHHON ACATENHHOCTH B TEKYIIHX VCIOBHAX (YHKIIHMOHHPOBAHUS
HHGOPMAITHOHHOTO TIONA.

[Ipu pazpadoTke [ToMUTHKN YUYHTHIBATHCH OCHOBHEIE MPUHIAIBI CO3AAHUS CHCTEM 3aIllUTHI
HHPOpPMAIUK,  XapaKTEePUCTHKA W BO3MOXHOCTH  OPTaHH3alHOHHO-TEXHUYECKUX  MEp
1 COBPEMEHHBIX MPOTPaMMHEBIX W allllapaTHO-IIPOTPaMMHBIX CPEJICTB 3allluThl HH(OpMaIui.

B pamxkax cBoeit gestensaoct ['BJIOY 06s3yeTcs npeAnpHHAMATE BCE BO3MOKHEIE MEPHI
JUTS 3alIATH HHGOPMAIIAN OT YTpo3 O0e301macHOCTH HHPOPMAITHH.

TpeboBanuss uHpOPMANIUOHHONH O6€30MacHOCTH, COOTBETCTBYIOT IEMSIM JeSTelbHOCTH
I'BJ1IOY u npenna3zHadyeHsbl 1T CHUKEHUST PUCKOB, CBI3aHHBIX C peamn3alueit yrpo3 0€30macHOCTH
uHpopManuu.

[Tomutuka goctynHa BceM padotHukaMm 1'BJIOY u BceM moas30BaTENIM €TI0 PECYPCOB.

2  EJH U 3AJIAYM OBECIIEYEHUS HTHOOPMAIIMOHHOM BE3OINACHOCTU

CyobekTbl HHGOPMANTHOHHLII OTHOIEHUH

CyOnexTamu 1pu obdecrieuennn nHGopManuonHoii 6e3omacHoctr B I'BJIOY gBnsroTcs:

pabOTHUKHU JETCKOTO cajia (B TOM UHCIe YBOJIEHHBIE);

rpax/jaHe, padoTarolue Mo I0roBopaM TpakJaHCKO-TIPaBOBOTO XapaKTepa;

du3nyecKkue IHIa, TPENCTaBUTENN KOHTPAareHTOB B paMKax WCIOMHEHHS JOTOBOPHEIX
0043aTENbCTB;

du3nyeckue nuIa, mojasimue odparenue B aapec [ IOV,

IOopUAUYecKUe JUIa, B paMKaxX HUCIOJNHEHUS JIOTOBOPHBIX 00A3aTelIbCTB WK BO MCHONHEHUH
TpeboBaHMIT CO CTOPOHEI 3aKOHOAATENLCTBa Poccutickoit Menepanuu;

OpraHbsl TOCY/TapCTBEHHON BIACTH.

O6bexThl HHGOPMATMOHHBIX OTHOIEHHH

O0BexkTaMu HHPOPMAITMOHHEBIX OTHOIICHUH SIBIISIOTCS

nHpopManuoHHble pecypcsl [ BJIOY;

rocyJgapcTBeHHBIE  WHPOPMAIMOHHBIE  cHcTeMBI  OmepaTopoM  KOTOPHIX  SBJISETCS
I'b/10Y;

mporecckl  oOpaboTku  wmHpoOpManmud B HHPOpMaNMOHHBEIX  cucTemMax B0V,
HHPOPMANMOHHEIE TEXHOJOTHWH, perjJaMeHTHl W Tpolenypel cOopa, oOpabOTKH, XpaHEHHS
U mepeaaund nHGopMaInm;

nHpOpManuoHHad WHPPACTPYKTYpa, BKIIOUAIOMad CHCTEMBI 00pabOTKH, XpaHEHHS
U aHau3a nHPOpMaIud, TporpaMMHEIE B IIPOrPaMMHO-aIIapaTHEIE CPEICTBA, B TOM YHCIIe KaHaJbI
CBS3U U TEIEKOMMYHUKAITUH;

CUCTEMBI U CPeJICTBA 3alUTHl HHPOPMAITUH, OOBEKTHI U TTOMEIICHHS, B KOTOPBIX Pa3MEIeHBI
cpencTBa 00paboTK nHPOpPMAIHH.

Ienn obecnievenns nadpopmMannonHoii He3o0nacHoOCTH

OcHoBHO#l Tenpio obecneduenus wHopManuonHol Oe3omacHocTrn ['BJIOY  gBngrorces



JeficTBUS HaIpaBleHBl Ha JOCTHXEHHE 3allUThl CyOBeKTOB WH()OPMAIMOHHBIX OTHOIIEHUH OT
BO3MOKHOTO HaHeCeHHWS WM MaTepHalbHOro, (PU3MUECKOTO, MOPAIBHOTO WM WHOTO Viepda,
MOCPeJCTBOM  CIy4aliHOTO WM TIpelHaMEpPeHHOTO  Bo3JeiicTBus  Ha  WHGpOpMAIHIO,
B TOM YHCIIE:

obecrieueHus OTKa30yCTOMUHUBOTO (GYHKITHOHUPOBAHUS IpOrpaMMHBIX
U amnmapaTHO-porpaMMHEIX cpeficTB [’ B/I0Y u mpenocTaBIseMBIX CEPBUCOB;

COOIOJIEHHsI TPABOBOTO peKWMa HCIONB30BaHUS MACCHBOB M CPEJICTB  00pabOTKH
uHdpopmanuu;

MpeIoTBPAIlleHUsT peann3alui  yrpo3 Oe3omacHOCTH WHMOPMANMKU TIPU  OCYIIECTBICHUU
nearenpHoct 'OV,

3amaun obecnievenus nuHGpopMaITHOHHOMH (e30MaCHOCTH

Jloctuxkenue 1eneii odecnedenus nHGpopMalmoHHONW Oe30MacHOCTH U CBOMCTB WHGOpMAIUH,
I'BJIOY pemaetcs clenyONUME 3a/1auaMi:

3alIUTHI OT HECAHKITHOHUPOBAHHOTO JIOCTYIa K MHPOPMAITMOHHEIM pecypcam;

pa3rpaHHyeHus JOCTyla Mob30BaTeNNelt K nHPpOPMaIMOHHBIM, allapaTHBIM, IPOTrPaMMHEBIM
U UHBIM pecypcaM;

perucTpallii U MEePUOJANYECKOr0 KOHTPONS AeHCTBHI Monb3oBaTeneidl mnpu oOpaboTke
3aImuIaeMoit HGOPMAIUH | MePUOUIeCcKIi KOHTPOIh KOPPEKTHOCTH UX JeHCTBUI;

KOHTPOJISI TIEJIOCTHOCTH Cpe/ibl UCIONHEHHs] TpOorpaMM W €€ BOCCTAHOBIEHHE B cllydae
HapyIIeHU S,

obecnieueHns ayTeHTH(UKANUK W HWACHTHDUKANUKU  MONb30BaTeNel, y4acTBYIOITHX
B HH(popMaNmoHHOM oOMeHe;

obecrieueHus HCIIPaBHOCTH MIPUMEHSIEMBIX B HH(OPMATTMOHHBIX cucTeMax
['BJIOY cpencts 3amuThl HHGOPMAIINH;

CBOEBPEMEHHOTO BBISABJICHHE WCTOYHHUKOB Yrpo3 Oe3omacHOCTH UHGOpPMAIUU, MTPUYHH
U YCIOBHWH, CHOOCOOCTBYIOIIMX  HaHeCEHHWIO ymepba  3aWHTEpPecOBAHHBIM  CYOBEKTaM
HH(pOPMAIIMOHHBIX OTHOIEHUIH;

CO3/IaHMeM CIIY:KOBI MOHUTOPUHTA W peardpoBaHUs Ha YIPo3bl 0€30MacHOCTH WHQPOpPMAIUH
U HETaTHUBHEIE TTOCIE/ICTBUS;

CO3/IaHMeM YCIIOBHUI JUIsi MUHUMU3AIMN HAaHOCHMOTO yIepOa HempaBOMEepHBIMU JIeHCTBUSMU,
U ycTpaHeHUe MOcle/ICTBU HapyineHus uHpopMarmontoit 6ezomnacuoctu B ' BJIOY.

Pemenue BrnmenepeuncieHHsIX 3a71a4 B ' b/I0Y ocymecTBaseTCS TOCPEICTBOM:

yueTa BCeX MOJUTekAIUX 3aIuTe HHPOPMAITHOHHBIX PECYPCOB;

KypHaAIUpOBaHUs ASUCTBUM TIepcoHaa, OCYIECTBIMIONIEro 00CIyKUBaHe U MOTU(PUKAITIIO
MPOrpaMMHBIX U TPOTpaMMHO-aNlIapaTHRIX CPEJICTB UHPOPMAIMOHHBIX CHCTEM;

periraMeHTalnuu TporeccoB oOpaboTku wHbopManuu, AciictBuii padotHukoB ['BOY,
OCYIIECTBISIOMUX JKCITyaTalluio MPOTPaMMHBIX U TIPOrpaMMHO-aNapaTHBEIX CPEJICTB, Ha OCHOBE
YTBEPKJASHHBIX OpPraHu3allOHHO-PACTIOPIIUTENBHBIX TOKYMEHTOB MO 3alliuTe nHpOpMaIumy;

Ha3HAUYeHHS U TOATOTOBKOW pabOTHHUKOB, OTBETCTBEHHEIX 3a OpTraHU3aIllNIO U OCYIIECTBICHHE
MEepONPHATHI 1o obecnedeHuo nHpopMarmonHoii 6e3omacHocTr B ' B/I0Y;

HajelleHud KaxkJIoro paboTHUKA MHUHUMATBHO HEOOXOAUMBIMH IpaBaMu MpH padoTe
B nH(popManronHo#t HHPPACTPYKTYpe COTTACHO UX JIOIKHOCTHBIM 00S3aHHOCTSM;

coOITo/IeHnsl BCeMH pabOTHHUKAMU, SKCIUTYaTHPYIOMUMHI U 0OCTYKABAIOIUMHA TIPOTpaMMHEIe
U T[porpaMMHO-allapaTHble  CpeAcTBa, TPeOOBaHWUN  OpPraHU3alHOHHO-PACTOPSIIUTENBHEBIX
JTIOKYMEHTOB T10 BolipocaM obecrieueHust HHPOPMAIHOHHOM Oe30MacHOCTH;

MepCOHANILHON OTBETCTBEHHOCTBHIO KaXXK/IOTO pa0OTHHKA 3a CBOW JICHCTBHSA, yYacCTBYIOIUIETO
B paMKaX CBOUWX (pYHKIIMOHANLHBIX 0Os3aHHOCTEl B IpolieccaX aBTOMAaTH3UPOBaHHOW 0OpaboTKU
uH}popMaINUU U UMEIONIEero TOCTY K pecypcaM HHPOPMAIHOHHEBIX CHCTEM;

peanuzanuell TeXHOMOTUYECKUX TIPOIecCOB 00pabOTKU WHGOPMAIMH C HCIONb30BaHUEM
KOMILIEKCOB ~ OpPraHU3allMOHHO-TEXHUYECKUX MEp  3allliThl  OporpaMMHOro  oOecreueHus,
MporpaMMHO-aIapaTHBIX CPEJICTB;

OpuHATHS Mep Mo olecneueHuio (Gu3Mdeckol IETOCTHOCTH MPOTrpaMMHO-aNapaTHBIX
cpeficTB UHGOPMAIMOHHBIX CHUCTEM W MOJAJepKaHUEM HEeOOXOJUMOro YPOBHS 3alllUIEHHOCTH



KOMIIOHEHTOB;

HCIIONIL30BaHUS TMPOTPAMMHBIX W MPOTPaMMHO-aNMapaTHRIX CPEJICTB 3aIMUTHl HHPOpMAITUN
obpabaTteiBaeMoM B ['BJIOY u anMUHHCTpaTUBHON MOAACPKKON UX UCIONL30BAHHS;

KOHTPOJS  coONMO/IeHusT  TONB30BaTeNIMU  MH(GOPMAIMOHHBIX  cHCTeM  TpeboBaHuUit
1o obecrneuennio nHGopManoHHol 6e30MacHoCTH;

mpoBeieHUs aHanu3a YQPEeKTUBHOCTH MPHUHATHIX Mep 3alTUTH HHPOPMAITUU U MIPUMEHIEMBIX
cpescTB 3ammTel uHdpopMmanuu B ' BJIOY;

pa3paboOTKH © pealnu3alud NPeToKEeHHH MO COBEPIIEHCTBOBAHUIO CHUCTEM 3alllUTHI
undopmanuu B I'BJIOY.

3 NPUHIUIBI OBECIEYEHUS HHOOPMAIIMOHHOM BE3OIIACHOCTHU

Obecneyenne WHGOPMAITHOHHOW O€30MaCHOCTH, JOMKHO OCYIIECTBIATHCA B COOTBETCTBHUH
CO CIEAYIONMMH OCHOBHBIMH MPUHIIAIIAMHU:

[IpuHIUN 3aKOHHOCTH

[Ipu BEIGOpE MeponpudThii Mo 3ammTe UHGOPMAIUH, JOKHO cOOMomaThes JAeicTBYIONee
3akoHOaTeNnsCTBO Poccuiickoit Meneparuu B cdepe 3ammuTs HHGOPMAITHL.

Bce paGoTHWKH JOMKHBI UMETH MPEJCTaBIECHUE 00 OTBETCTBEHHOCTH 3a MpaBOHAPYIICHUS
B cdepe 3amutel unpopMmanuu. [IporpaMMmHo-anmapaTHble cpejicTBa, npuMeHsemslie B [ BJIOY,
JIOMKHBl UMETh COOTBETCTBYIOIIKE THIEH3UHU, OoQUIHMATBEHO TpUoOpeTaTbes Yy Tpe/cTaBUTeNel
pa3pabOTUUKOB ITUX CPEACTB HIIH SBISTHCS HHTEIUEKTYallbHOl codcTBenHoCThIO I B/IOY.

[Ipunnun cucTeMHOCTH

[Ipu cozmannuu cUCTEMBI 3aIUTHI JIOJDKHBI YUATHIBATHCS aKTyalbHBIE YTPO3BI 0€30MacHOCTH
uH(OPMAITHH, BO3MOKHEBIE OOBEKTHl W HalpaBIeHUS aTaKk Ha Hee CO CTOPOHBI HapyIIUTENeH.
CucreMa 3amMTBI JOJKHA CTPOUTHCS C YYETOM HE TONBKO W3BECTHBIX KaHAJIOB YTEUKH
HH(OPMAIIHH, HO W C YYEeTOM BO3MOXKHOCTH MOSIBICHHUS HOBBIX YS3BUMOCTEH B MPOTpaMMHOM
obecrniedyeHnn.

[MpuHIUN KOMITEKCHOCTH

KommitekcHoe UCToNb30BaHUE CPECTB 3aUTH HH(OpPMAIUK MpeAnoNaraeT corilacoBaHHOE
MpUMEHEeHNe TPHU TTOCTPOSHUH [ENOCTHON CHCTEMBI 3alUTHI, TEPEKPHIBAIOIIEH BCe CyIIeCTBEHHBIE
yrpo3sl Oe3omacHOCTH WH(OpMaIUu. 3almTa JODKHA CTPOUTHCS JIIeloHupoBaHo. du3udeckas
3aluTa JOJKHA 00eceunBaThLC PU3NUSCKUMHU CPE/ICTBAMU U OpraHU3alliOHHBIMU MepaMH.

[Ipu mocTpoeHnH, BHEJPEHUN U DKCIUTyaTallid CUCTEMBI 3alllUTHl MHPOPMAITUU PYKOBOJICTBO
I'BJIOY obecnieunBaeT ycmoBus a8 >GEdeKTUBHON KOOPAWHAIMN JeHcTBUE BceX JHIIL,
obecrneunBaoIMUX HHPOPMATHOHHYIO 0€3011aCHOCTD.

[Ipunnun cBoeBpeMeHHOCTH

Pa3paboTka cucTeMBbl 3aIlUTHl HHPOPMAITUHU JOJLKHA BECTHUCH MapalyleNbHO ¢ pa3paboTKoit
u  uHOPMANUOHHOH  CHUCTEeMBI. JTO  TO3BOMUT  ydecTh TpeOoBaHus  Oe30MacHOCTH
MpU TPOEKTUPOBAHUM AapXUTEKTYpHl W, B KOHEYHOM cueTe, co37aTh Oomnee >ddeKTUBHBIC
HH(OPMAITHOHHBIE CHCTEMBI, 00Ta1alolre JOCTATOUHBIM YPOBHEM 3aIUIIIEHHOCTH.

[MpunHnun npeeMcTBEeHHOCTH

[locTossHHOE COBEPINEHCTBOBAHUE Mep MW CPEeJCTB 3alUTHl HWHPOpMAlUd Ha OCHOBE
MPEEMCTBEHHOCTH OPraHU3allHOHHBIX W TEXHUUYECKUX pelleHuid, KaJpoBOrO COCTaBa, aHalli3a
GYHKITHOHUPOBAHUS WHPOPMAIMOHHBIX CHCTEM M CHCTEMBI ee 3allUThl ¢ Y4eTOM HW3MeHeHuMH
B MeTOJlaX MW cpejcTBax IepexBaTa WHQPOPMAIUH, HOPMATHUBHBIX TpeOOBaHWUN TO 3aluTe
uHpopManuu.

[IpuHIUAN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHA 3aTpaT Ha oOecrnieueHre WHGOpPMaIMOHHON 6€30MacHOCTH U TIEeHHOCTH
HH(OPMAITMOHHBIX  PECYpPCOB  Ha BEMMUHMHY BO3MOXHOTO yiiepbda OT WUX pa3rialleHusd,
VHUUTOKEHUS U UCKakeHus. Vcnmomb3yeMble Mephl U cpesIcTBa 3allluThl HHGOPMAIIUN HE JTOJKHBI
YXYAIIATH 3PTOHOMUYECKHE MTOKa3aTel KOMIIOHEHTOB HH()OPMAIIMOHHBIX CHCTEM.

[IpuHIUn 0TBETCTBEHHOCTH

Bo3noxkenue 0TBETCTBEHHOCTH 3a o0ecreueHne 0e30macHOCTH nH(opMaluu U ee 00paboTKu
Ha Kaxjoro pabOTHHKa B MpejieNaX ero MNOJHOMOUYWi. B COOTBETCTBHH C STUM NPHUHIUIIOM



pactpesielieHre MpaB U O0A3aHHOCTEW PaOOTHUKOB CTPOUTCS TakUM oOpa3oM, 4ToOBI B Clydae
TI000TO HAPYIIEHUS OBLT U3BECTEH HAPYITUTEND.

[IpuHIHN 000CHOBAHHOCTH U TEXHHYECKOI pean3yeMocTH

HNudopMaIinoHable TEXHOIOTHH, TTPOrPaMMHEIE U IIPOrpaMMHO-aMIapaTHIe cpeicTBa, Mephbl
3alUTEl UHGOPMAIUU JIOIKHBI OBITH pealn30BaHBI MO COBPEMEHHBIM pelleHHSIM, 00OCHOBAHBI
C TOUKH 3peHUS JOCTHKEHUS 3aJaHHOTO YPOBHS 3alMUIICHHOCTH WHPOPMAIUKU U 3KOHOMUYECKOH
1enecoo0pa3HoCcTH, a TakKe COOTBETCTBOBATh YCTAaHOBIEHHBIM HOpMaM U TpeOOoBaHUAM
mo 0e30MacHOCTH HHPOPMAITHH.

Hpunoun npogeccnonaanimMa

Peamuzarus Mep 3amuThl “HGOpMaUKU W SKCIUTyaTallusl CPEJCTB 3allUTHl UHEGOPMAIUU
JOMKHA OCYIIECTBIATHCSA TTPO(ecCHOHATEHBIMU CIIETTHAIICTAMH.

[IpuBneuenue cuenUaTA3UPOBAHHBIX OpTaHMU3aIMHA K pa3paboTKe cpeCTB U pealn3alud Mep
3alUTRl UHQOPMAIIUK, TMOATOTOBIEHHBIX K KOHKPETHOMY BHJY JEATeNBHOCTH MO o0ecleueHHUo
6e3omacHoCcTH UHPOPMAIIMOHHBIX PECYPCOB, UMEIONIUX OIBIT MPaKTUUeCKol padoTHl U THIIEH3UU
Ha MPaBO OKa3aHUs YCIYT B 9TOM oOacTH.

[puHIIHN MUHAMHA3AIIAHA TPUBHJIETHIl IOIb30BaTe el

Obecrieyenne MoOMB30BaTENeH TPUBUIECTUIMU MUHUMAIBHO IOCTATOYHBIMU JUTS BHITIOTHEHUS
AMH CBOHUX AOJKHOCTHBIX oOg3annocteii B 'BIOY.

4 OCHOBHBIE TPEBOBAHUA 110 3AINMTE UHOOPMALIUU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThel WHGOPMAIUHU JOKHA TMpelycMaTpUBATh KOMIUIEKC OpTraHu3allMoOHHBIX,
MPOTPaMMHBIX B TIPOTpaMMHO-aMapaTHBEIX CPEJICTB U Mep Mo 3aluTe WHpopManud B Impoliecce
ee 00paboTKH.

Beimonnenue TpeboBaHuil JocTUTaeTCs 3a CUET pealu3aliid Ha o0beKTax UHPOpMaTH3aIuN
Mep TIo 3aluTe HHPOpMaIUu:

ueHTUQUKAINY U ayTeHTHQUKAINK CYyOBEKTOB IOCTYIIAa U OOBHEKTOB JIOCTYTIA;

VIIPABICHHIO JOCTYNIOM CYOBEKTOB JTOCTYIAa K 0OBEKTaM JIOCTYIIa;

OTpaHUYEHUIO IPOTPAMMHOT CPeIbI;

3alATe MAIMUHHBIX HOCUTENEeH MepCcoOHaNbHBIX JaHHBIX;

perucTpanuu cooBITH O€30MacHOCTH;

aHTUBHPYCHOU 3aIllUTE;

OOHapyXEHUIO BTOPKEHMI;

KOHTPOITIO (aHATN3Y) 3alTUIIEHHOCTH ePCOHANBHBIX JaHHBIX

o0ecreueHHio MeT0CTHOCTH HHPOPMAITMOHHON CUCTEMBI U TIEPCOHANBHBIX JIAHHBIX;

o0ecIeueHuio IOCTYIMHOCTH TePCOHANBHBIX JIAHHBIX;

3aIATEI CPeJIbl BUPTYaTU3alllH;

3aIUATE TEXHUUYECKUX CPEJICTB;

3alTUTH HHHOPMAITMOHHOMN CUCTEMEL, ee CPEJICTB, CUCTEM CBS3U U Miepe/iadul JIaHHbIX;

BBISBJICHUIO UHITA/ICHTOB U pearupoBaHue Ha HUX;

ylpaBleHuio KoHpurypanueid uHGOpMAalMOHHOW  CHCTEMBI W CHCTEMBI  3all[UTHI
MepCOHANBHBIX TAHHBIX.

I'BJIOY, kak oOmamaTens wHGOpPMANUKA OTPAaHUYCHHOrO JOCTYIA, MPH OCYIECTBICHUN
CBOMX IpaB 00s3aHO:

coOMIOaTh TIpaBa U 3aKOHHBIE NHTEPECH! NHBIX JIUIT;

MPUHUMATH HEOOXOIUMBIE MEPHI 110 3aIlUTe HHPOPMAITIH;

OrpaHdYWBATL JIOCTYN K WHOpMaluM, ecliu Takas oOS3aHHOCTH  yCTaHOBIEHa
3aKOHOJATENBCTBOM Poccuiickol denepanumu.

B Tom wuuncme I'BJIOY, BhopaBe ecnum HWHOe HE TMPETYCMOTPEHO 3aKOHOATENHCTBOM
Poccutickout @enepanuu:

paszpernaTh Uil OrPaHUuIUBaTE JJOCTYII K HH(POpMAIIUU, OTIPEIENATh MOPSIOK U YCIIOBHS TaKOTO
JI0CTyTa;

HCIIONB30BATh HHPOPMAITHIO, B TOM YHCIE pacPOCTPAHATE €€, 10 CBOEMY YCMOTPEHUIO;



mepenaBaTh HWHPOpPMAIHMIO JPYTUM JHIaM Ha YCTaHOBICHHOM 3aKOHOJATENHCTBOM
Poccuiickoit denepanii OCHOBaHUY;

3allAINAThG YCTaHOBJICHHBIMA 3aKoHOAaTensCcTBOM Poccutickoit @enepanuu cnocobaMu cBoU
MpaBa B cllydae He3aKOHHOTO TONyueHHUs HHPOpMallMd WM ee HEe3aKOHHOTO WCIMONB30BaHUS
HWHBIMU JINTIAMH;

OCYHIECTBIAThL WHBIE JefcTBHA ¢ uHpopManueld WM pa3pelaTh OCYIIECTBICHHE TaKUX
NeficTBUM, eclmu HSTH JIeHcTBUS He NpoTUBOpedaT QenepalbHBIM 3aKOHaM U JPYTUM
HOPMaTUBHO-TIPaBOBBIM akTaM Poccutickoii ®enepanuu.

Jamuta UWHGOPMAIUM  OTPAHUYEHHOTO  JOCTYMa TpeAcTaBiseT cobolf  IpuHATHE
OpraHU3alMOHHBIX U TEXHUYECKUX Mep, HallpaBJICHHBIX Ha:

coOmoienre KoHPHUISHINATEHOCTH HHPOpMaIuK (UCKITIOYeHNe HEePaBOMEPHOTO JIOCTYIIA,
KOIMUPOBAHMU, TIPETOCTABICHUS WA paclpocTpaHeHus HHPOpMAIin);

obecmiedenue MeNOCTHOCTH HHPOPMAITUH (MCKITIOUEeHHE HETPAaBOMEPHOTO YHUYTOKEHHUS
UM MOJUPHUITHPOBAHUS HHPOPMAIIUH);

peanuzalnio mpaea Ha JOCTYI K UHPOPMAIHH (UCKITIOUEeHUE HEIPaBOMEPHOTO OMIOKHUPOBAHUS
uHdopmanun).

CpenctBa 3amuThl HHGOPMAIIUNA BHEAPSAIOTCS MO pe3ylbTaTaM MpPOBeJeHUS OIeHKH PHUCKOB
nHpopmanronHol 6e30MacHOCTH.

Opranmnzanus 3amuThbl HHGOpPMANH

[Ipu opranmzammu B I'BJIOY 3amuTel uHbOpMaNun, AOMKHBI BHIMOTHIATHCS TpeOoBaHUS
@enepansaoro 3akoHa oT 27.07.2006 Ne 149-03 «O6 wundopmanuu, HHPOPMAIMOHHBIX
TEXHOJOTUSAX H O 3amuTe uHQOpManuu», KOTOpBIe PETYIUPYIOT OTHOINECHUS, CBSI3aHHBIC
C ycTaHOBJEHUEM, U3MEHEHUEeM U MpeKpaleHrneM pekuMa o0padoTKH 3aluiiaeMoit nHGpopMarum.
B Tom umcie TpeGoBaHUsS O 3amIuTe WHGPOPMAIUHU, HE COCTABISIONIEH TOCy/lIapcTBEeHHYIO TaitHy,
coJiepkalteiics B TOCYIapCTBEHHBIX WH(POPMAIMOHHBIX CHCTEMaX YTBEPKJIEHHBIE MPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepxkaenun TpedoBaHu o 3amuTe uH(pOpMANNU,
HE  COCTaBIAIONIEH  TOCYIapCTBEHHYIO  TaiiHy, coJiepXkaleiics B TOCY/IapCTBEHHBIX
HHPOPMAIIMOHHBIX CHCTEMaxX» JUIS TOCY/MapCTBEHHBIX WH(OPMANMOHHBIX CHCTEM IO KOTOPBIM
I'BJ1IOY aBngetcsa OnepaTopoM.

B I'BJIOY nmoMuMo peann3aliad OCHOBHBIX Mep 3alUThI HHPOPMAIUK OCYIECTBIICTC:

peryigpHas oOlleHKa W  yIOpaBleHHe puckamu uHpopManuoHHol  Oe30macHOCTH
B COOTBETCTBUU C YCTAaHOBJIICHHBIMHU MPOIEypaMu B 0OJIACTH YIPaBIEHUS pUCKaMU;

uHdopMupoBaHue, oOyuenue u MOBLIIIICHHE KBanupuKamu pabOTHHUKOB
I'B/1IOY B chepe unopManmonHoii 6€30MacHOCTH;

MeTojdeckass ToMoIlb paboTHUKaM B  Bompocax ofecnedeHns WHOOpPMaNUOHHON
0e301IacHOCTH;

aHalli3 U MOUCK BO3MOKHOCTEH IO MOBLIMIEHUIO YPOBHS 3alUIIEHHOCTH HH)OPMAIIHH.

Jlng opranm3zarnuu 3amutel uHpopmanuu, I'BJIOY BOpaBe MpUMEHSTH cpeicTBa U METOMIBI
TEXHUYECKON 3alllUTHL, TPEeANpPUHUMATL JpyrHe, HE MOPOTHBOpPEUAlINe 3aKOHOJATENLCTBY
Poccuiickoit denepanuu, MEpEI.

B pamkax oOecrniedeHus 3aluTH HHPOPMAITUH, B paMKax TPYAOBBIX OTHOIMEHUI HEOOX0IUMO
03HAKOMUTH TIOJT POCTINCH PAOOTHUKOB, TOCTYI KOTOPBIX K MH(POPMAIMK OTPaHUUEHHOTO JOCTYIIA,
HeOoOXO/TUM IS BRIIIOIHEHNS UMH CBOUX JIOJDKHOCTHEBIX OOsS3aHHOCTEH, ¢ TepeuHeM uHQpopMaruu
OTpaHUYEHHOTO JTOCTYMa, ¥ TpuHATEIME B I'BJI0Y Mepamu 3auTs! HHGOpMAITHH.

Ocol0eHHOCTH 3aIMTHI EePCOHATLHBIX TAaHHBLIX

[Ipu opranmanuu ob6padbotkun B ['BJIOY mepcoHanbHBIX AaHHBIX  HEOOXOIUMO
PYKOBOJACTBOBAThCA — TpeOoBanusaMu @PenepansHoro 3akona ot 27.07.2006 Ne 152-®3
«O mepcoHanbHBIX TAHHBIXY.

[lepeyens Mep, BeIMonHenwe KOTOphIX obOecneunBaeT |'BJIOY B kauecTBe omepaTopa
MepCOHANBHBIX TAHHBIX, JIOJKEH BKIIOYATh:

naznauenue B ' BJIOY oTBeTcTBeHHOr0 33 Opranu3amuio 0opadOTKH MePCOHANBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, OMPEAENIONNX MPaBUia B OTHOMIEHUH 0OpabOTKH MEPCOHATBHEIX
nauubiX B ['BJI0Y, nokanbHBIX aKTOB M0 BoMpocaM 00pabOTKH epCOHANBHEBIX TaHHbIX;



NpUMEHEeHNe OpPraHW3alMOHHBIX W TEXHHYECKHX Mep Mo oOecleueHnuio 0e30MacHOCTH
MepCOHANLHBIX JaHHBIX B COOTBETCTBHU co cTathel 19 denepansmoro 3akona ot 27.07.2006
No 152-®3 «O nepcoHalbHBIX JaHHBIX Y,

BBITOJIHEHUE TPeOOBaHUM MO COCTABY U COJIEPKAHUIO OPTAHU3AIUOHHBIX U TEXHUUECKUX Mep
mo obecrnedyeHnio 0e30MacHOCTH MepCOHANBHBIX JaHHBIX MpH UX 00padoTke B WHPOPMAIIHMOHHBIX
CUCTEMAX MEePCOHANBHBIX JaHHBIX YTBep:kAEHHBIX | [pukazom OCTOK Poccun ot 18.02.2013 No 21
«O0 yTBEepXKJEHUM cOCTaBa W COJACpPXKAHUA OPraHU3allMOHHBIX W TEXHHUYECKHX Mep To
obecniedyennio 0e30MacHOCTH TepPCOHANBHBIX JAHHBIX TMpH WX 00padoTke B HWH(POPMAMOHHBIX
CHUCTEMAX MEPCOHANBHEIX JTAHHBIXY;

OIIEHKY Bpe/la, KOTOPBIM MOXeT OBITh NpPUUYMHEH CYObeKTaM MepCOHANBHBIX JaHHBIX
B cmyuae Hapymenuss ®enepanpHoro 3akona Ne 152-®3, cooTHomeHwe yKa3zaHHOTO Bpeaa
U TIPUHUMAEMBIX OMepaTopoM Mep, HalpaBIEHHBIX Ha oOecleueHue BBIMOTHEHUS OO0S3aHHOCTEM,
npeaycMoTpeHHbIX OeaepanbHbM 3akoHoM No 152-D3;

oznakomiienrne pabotuukoB ['BJIOY, HemocpeACTBEHHO OCYMIECTBISIIOMUX 0OpabOTKY
MepCOHANBHBIX  JIAaHHBIX, C TMONOKEHHSIMH 3aKoHojaTenbcTBa Poccuiickoit  ®eneparun
0 TMEepCOHANBHBIX JAaHHBEIX, B TOM 4YHCHe TpeOOBaHUSAMH K 3alllUTE MEePCOHANBHBIX JaHHBIX,
JIOKyMeHTaMH, ompeaensiomumu Tpedosanus ['6/I0Y B oTHomenuu oOpabOTKH MepcOHANBHBIX
JAHHBIX 1 00y4YeHue, Npru HEOOXOTUMOCTH, YKa3aHHEBIX paOOTHUKOB.

Obecneyenue 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX JOCTUTAETCS, B YaCTHOCTHU

ompesieIeHUeM  yrpo3 H©  HapymuTtenelf  0e30MacHOCTH  MEepPCOHANBHBIX  JIaHHBIX
npu ux o0padoTke B MHPOPMANIMOHHBIX CUCTeMaX MepCOHABHBIX JaHHbIX;

ompesileIeHUEM  YPOBHS  3alUIIEHHOCTH MEePCOHANBHBIX JIAaHHBIX B COOTBETCTBHUH
¢ TpeboBanuamu lloctanoBnenus [IpaButensctBa Poccuiickoit ®eneparun ot 01.11.2012 Ne 1119
«O0 yTBep:kJeHUH TpeOOBaHWI K 3alllUTe NEPCOHANBHBIX JaHHBIX MpH WX 00paboTke
B HH(POPMAIMOHHBIX CHCTEMaX MePCOHANBHBIX TaHHBIX ),

MpUMEHEHHEM MPOUIEINX B YCTAHOBIEHHOM TOPSAJIKE MPOIEAYpPY OIEHKH COOTBETCTBUS
CpPEJICTB 3aIUTH HHPOPMAITHH;

otieHkol 3(pPeKTUBHOCTH MPUHUMAEMBIX Mep TO 3alllUTe MepCOHANBHBIX JAHHBIX JO0 BBOJA
B DKCILTyaTaIuio nHGOPMAIHOHHON CUCTEMBI IEPCOHANTEHBIX TaHHbIX;

BOCCTaHOBJIEHHUEM MEPCOHANBHBIX JAaHHBIX, BCIEACTBUE MOMYyUYEeHNUsS HECAHKIIMOHUPOBAHHOTO
JIOCTYIIa K HUM;

YCTAHOBIEHUEM TIpaBAN  JIOCTyNa K MEepCOHANbHBIM — JaHHBIM, 0o0pabaThbIBaeMBIM
B WHQPOPMAIMOHHBIX CHCTeMaX MepCOHANBHBIX MaHHBIX, a TakXke oOecledeHWeM perucTparuu
U yueTa BceX JefcTBHiA, CoBepIaeMBbIX ¢ MepCOHANBHBIMU JaHHBIMU B HH(OPMAIHOHHBIX CHCTEMAaX
MepCOHANIBHBIX TaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMEIMU MEpaMU M0 3allliTe MePCOHANBHBIX JAHHBIX U ONpeIeNeHHOTO
VpOBHS 3alIUIIEHHOCTH WHQOPMAIMOHHBIX CHCTEMaX MepCOHANBHBIX JaHHBIX B TIpolecce
€€ DKCILTyaTaluH.

5 OCHOBHBIE TPEBOBAHUA K IPOUECCAM OBECHEYEHMSA
NHOOPMALIMOHHOMU BE3OITACHOCTH

MeTtoanueckoe pyKOBOJICTBO, pa3paboTKy pelieHui mo 3amure nHdpopMalmu, coriacoBatme
BBEIOOpaA CPEJICTB BHLIYUCIHUTENHLHONW TEXHHUKH, MPOTPAMMHBIX W TIPOTpaMMHO-aNMapaTHBIX CPEACTB
3alMUTH UHQOPMAIUU, OopraHu3anuio padoT MO BHEIIBICHHUIO BO3MOXKHOCTEH W TpemylpekIeHUIO
yTeUKn W CBOMCTB 3amuinaeMoli uWHMOpMANWH, aTTecTalluio OO0BeKTOB HH(OpMATH3aIUK
OCYIIECTBISIOT KOMIETEHTHRIE CTPYKTYpHBIE TTofipa3znenenus ['b/IOY.

Ouznveckas 6e30MaCHOCTD

[lpundgrele opraHw3alliOHHBIE W TeXHHYeCcKHe Mephl Mo 3amuTe nomMemenunit ['BJIOY,
CEPBEPHOTO W KOMMYTAIIMOHHOTO OOOPYJOBaHHUSA, aBTOMAaTU3UPOBAaHHBIX pabounWx MecT
monb3oBareneit unpopMmaronuex cucteM ['BJIOY obecrieunBaioT peann3aluio CleAyIOMUX Mep
1o:

pasrpanuueHuio jaoctyna paboTHukoB B mnomemenuss ['B/IOY B cooTBeTcTBHUM ¢ HX
MOTHOMOYHSAMH U JOIKHOCTHBIMH OOS3aHHOCTSIMH;



peructpanuu (HakToB BXOJa PaOOTHUKOB B TIOMEIIEHHS B KOTOPBIX BefeTcs oOpadoTka
MepCOHANIBHBIX TaHHBIX;

KOHTpoJMpyeMoMy mpeObBanuio moctoponuux nunl B I'BJIOY B momemenus, B KOTOPHIX
BeJleTcsl oOpaboTka MHPOpPMAUK OTPAHUUYSHHOTO JIOCTYIAa W pa3MeIleHkl alapaTHBIe cpe/icTBa
uHpOpMAIMOHHON CHCTEME;

OpTaHU3ally peRuMa KOHTPOIUPYEMOTo BHOCA/BEIHOCA cpe/icTB 00paboTku uHpopManuu.

[Tomemenust ['BJIOY gomxuel OBITE  OOOpYJAOBaHBl JETEKTOpPaMH OTHS W JIbIMA,
OTHETYIIUTEISIMH, CHCTEMaMHu KOHJIUIIMOHUPOBAHUS BO3/yXa, CPEJACTBAMH OXpPaHHO-TOKapHOU
CUTHAJIN3AINH.

OcHoBHOE cepBepHoe U KoMMyTarnuonnoe obopynosanue ['bJI0OY momkHo OBITH 3aIUAIEHO
OT mepeboeB B MOJIave DIIEKTPOIHEPTHH IMyTeM MOAKNIOUEHUsS K DIEKTPOCETH ¢ MpHUMEHEHHEeM
HCTOYHUKOB OecriepeOOWHOTO MHTaHWS W PE3EPBHOTO  JU3eNb-reHeparopa. FcTounukm
OecniepeOoitHOr0 MUTaHUS HEOOXOAUMO PETYISIPHO TECTUPOBATH W MPOBEPITH YIOIHOMOUYSHHBIM
pabotaukaM ['B/I0OY B cOOTBETCTBUU ¢ peKOMEHAANUSAMHU TTPOU3BOAUTEI.

[lopTaTuBHEIE TEeXHWYECKHE CpeACTBA HE JIODKHBI — OCTaBaThbes 3a  Ipe/elaMu
KoHTpommpyeMoit 30HBI ['BJIOY 6e3 konTponsg co ctoponsl padoTHUKOB ['B/IOY.

be3onacHocth HAa paGoueM MecTe

3ampernaeTcs BECTH 3alHCh Mapojied B OTKPBLITOM BHUAE Ha MaTepHANbHBIX HOCHUTENS,
3a UCKITIOUEHHEM CTy4YaeB, pErITaMeHTHPOBAHHEBIX METO/I0B XpaHEHHU .

JIOKyMeHTBI ¥ HOcHUTeNu ¢ WHpopMaluelf OrpaHHYeHHOTO JOCTYIA JIOIKHBI yOupaThes
B omeuaTelBaeMble MecTa (ceiigppl, mradppl W T.OI.), NOpH yXoJAe ¢ padoyero MecTa.
Ha aBTomaTtu3upoBantnoM paboueM mecte [lons3oBarens pabouast ceccus TokHa OBITH IpepBaHa,
pabounii crom 3abnokupoBaH. Bxoa mnonb3oBaTens B CHCTEMY HE JOMKEH BBITOIHITHCS
aBTOMaTUYECKH.

JIoOKyMeHTBI, cojiepkamiue WH(OpMalUio OTrpaHUUEeHHOTO JOCTYMa, JOMKHBI cpa3y
U3BIMAThCS W3 TeuaTalolmuX YCTpocTB. JImg yTUAM3aNuu KOH(UASHITHANBHBIX JIOKYMEHTOB,
JIOIKHBl UCTONB30BAaThCSl YHUUTOXHUTENH JIOKYMEHTOB He HHXEe 4 YpoBHSI TO CTaHAApTy
0e30MacHOCTH, IPUMEHIEMOMY K YHUUTOXKHUTENSAM JOKYMEHTOB.

[Ipu wucnonb3oBaHWH MOOWIBHBEIX TEXHHUYECKHX CPEJICTB HEOOXOAWMO  coOMoaaTh
JIOTIOJIHUTENBHBIE MEpPBI O perjlaMeHTallMd U KOHTPOJO WCIONB30BaHUS B HWHOOPMAIMOHHON
cUCTeME MOOUITEHBIX TEXHUUECKUX CPE/ICTB.

Haxoxnenue mnpeacTaBuTeneil OpUANYECKUX IHIl B paMKaX HCHOMHEHUS JOTOBOPHBIX
00s3aTeNLCTB B TMOMEIIEHUIX B KOTOPBIX BejieTes oOpaboTka WHGOPMAIUH OTPaHHYEHHOTO
JocTyna HHGOPMAIIMOHHOW CHCTEMBI, BO3MOXKHO TONBKO B cOMpoBOXAeHUU pabotHuka ['BJIOY
JOMYIIIEHHOTO 710 00pabOTKU Takoi WH(OopMaIum.

Pa3merienne TeXHUUYECKHUX CPEJCTB BbIBoJa wuHpopMmarmu B momernenusx ['BJIOY
MPOU3BOUTCS € YUETOM WCKIIIOUEHHUS BO3MOKHOCTH BH3yalbHOTO MPOCcMOTpa HWHGOpMAINUN
MTOCTOPOHHUMMU JIUTIaMHU U pabOTHUKAMH, He JIOMYIIIEHHBIM K padoTe ¢ JaHHOM uHpopMaIueii.

Texnudeckue cpencTBa JOMKHBI pa3MemaThed W XPaHUTHCA TaKUM  o0pa3oM, YTOOBI
COKPaTUTH BO3MOKHBIA PUCK MOBPEXKACHUS U YTPO3BI HECAHKITHOHUPOBAHHOTO IOCTYTIA.

Texnn4eckoe o6cTy:KUBaHHE 000Py/T0BAHHUS

Texuuueckue cpenctsa ['BJIOY NOMKHBI NPOXOAUTH Ha PETYISAPHONH OCHOBE CEPBHUCHOE
00CTy’KWBaHUE B COOTBETCTBUU C PEKOMEHAANMSAMHI TIPOU3BOAUTENEH 000py10BaHUSL.

PemonT u cepBucHOe OOcCTy:KUBaHHE OOOPYAOBAaHUS JOJLKHBI BBIMOTHATHCS TOJBKO
KBaTUUITH POBAHHBIMY CTICTIHATUCTAMH.

Texaudeckoe obOcmykuBaHWe OOOPYAOBAaHHS CTOPOHHHUMH OpraHU3alUsSMH HE TOJLKHO
MIPUBOTUTH K PUCKY HapyHIeHUs KOH(DUIESHIIMATLHOCTH 3alluIaeMol HHGOpMaIum.

B3aumoneiicTBue ¢ TpeThLHUMH JINIIAMH

B memax obGecneduenus wuHopMmanuonHoit Oe3omacHoctrn I'BJIOY mpm B3ammonelicTBUH
C TPETHUMH JIAIAMH JTOJKHO BEIIOMHATE CIEAYIOMINE MEPOTIPUATHS T10:

3aKJIIOUEHUIO COTJAllleHHs O Hepa3rfMaleHnn uHGopManuu OTrpaHUUYEHHOTO JIOCTyIa
MOYYeHHOU B X07ie HCTIOTHEHHUS IOTOBOPHBIX 00S3aTENbLCTB;



OCYIIECTBIEHUIO KOHTPOJISL 33 JEUCTBUAMHU TPEJCTABUTENEH KOHTPAreHTOB B IMpenenax
koHTpommpyemoii 30061 ['B/IOY.

YupasjeHue ;KU3HEHHBIM HUKJIOM HHGOPMAIHOHHBIX CHCTEM

MeponpusTus B IMpoIecce KU3HSHHOro IUKIa nHGopManuoHHbx cucteM 1'BJIOY nomkHEB
OBITH HANIpaBIIeHHl Ha oOeclieueHue 3alUTHl HHGOPMAIIUU MPH BBOJIE B JielicTBUe, SKCILTyaTalllu,
CONPOBOXKJIEHUN U MOJIEPHU3AIINH, BEIBOJIA U3 HKCILTYaTaIlUH.

OcHoBanueM TMpH pa3padoTke HHPOPMANMOHHBIX CHUCTEM JOJDKHBI SBIATHCA pPEIeHUs
NpUHATEIE Ha cTaaud GopMUpOoBaHUS TpeOOBaHWM, cojepkaime TpeOoBaHUS B TOM YHCIIe
O crcTeMe 3alUTH HHPOPMAITHH.

Jlio6oe mmaHupyeMoe K BHEPEHHIO U3MeHeHre HHPOPMAITHOHHON CUCTEMEI TpeBapUTENHHO
JOIDKHO ~ OBITH  MpOaHANM3WpPOBAHO HAa  COBMECTUMOCTH M OTCYTCTBHE  HapyIICHHI
paboTOCTIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCIIEe CPeICTB 3alUTH HH(pOpMaIIii.

PaboTel Mo MojepHHU3ANUH WHGOPMAIMOHHON CHUCTEMBI, B TOM YHCIIe MO YCTaHOBKE
MporpaMMHOTO obecrieueHus] 1 OOHOBJICHHMA, IOIKHEBI TPOBOJIUTLCA B Hepabouee BpeMs WA BpeMsl
HanMeHblIel padoueit Harpy3Ku.

[Ipu BBIBOJE W3 OHKCIUTyaTallid WHQPOPMAIMOHHBIX CHCTEM JIOMKHO 00ecleuynBaThCS
rapaHTHPOBaHHOE yJaleHne oOpadaTeiBaeMot U XpaHUMOil B HUX UH(OPMAIIUHU C UCIIONB30BaHUEM
CpeJICTB TapaHTHUPOBAHHOTO YHUUYTOXKEHUS WHOOpPMAIUU WU MyTeM (PU3NUIecKOro YHUUTOXKEHUS
HocuTeneit nHpOopMaIiu.

Bce mponenyper obecrieduenus 3amuThl  uHpOpManuu, ycraHoBleHHBIe B IBA0OY
B OTHOWICHWH WHQPOPMAIMOHHBIX CHCTEM, JOKHBI BBIIOTHATHCA U KOHTPOJIHUPOBATHCA
OTBETCTBEHHBIMHU JTHI[aMH 33 OpTaHU3alliio paboT Mo 3aluTe HHPOPMAaIIiH.

Kontpoas n1octyna k nangpopManuoHHLIM cCTeMaM

Bee padotnuxu 1'BJIOY, nonymennsle Kk padoTe ¢ WHOOPMAITHOHHBIMH CHUCTEMaMU HECYT
MEepPCOHANHYI0O  OTBETCTBEHHOCTH 3a HapyIIeHHWs YCTAHOBIEHHOTO TOpA/iKa 00paboTKH
uHpopManuu.

YpoBeHb MONHOMOUHH TMonb30BaTens B uWHpopMamnuonHoit cucteMe ['BJIOY nomxken
OMPEIENATHCA B COOTBETCTBUU C €T0 JOIDKHOCTHBIMA OOS3aHHOCTSIMH.

JlocTyn mons3oBatenelt kK uHGpopMaronuemM cucteMaM ['BJIOY nomken KOHTPOTUPOBATHCS
aJIMUHHACTPATOPOM HHPOPMAITHOHHOMN CUCTEMEL.

OcymiecTBlIeHUe PETYISIPHOTO KOHTPOIS BBIMOMHEHHS OPraHU3alHOHHO-PACTIOPSANTENBHBIX
JIOKYMEHTOB, KacalolluXcs perilaMeHTanuu jnomycka pabotaukoB ['BJIOY x undopManumoHHBEIM
CHUCTEMAM.

NnenTnduxanus u ayrTeHTHPUKALMSA

JlocTyn monn3oBaTeneif kK MHPOPMANMOHHBIM CcHCTEMaM JOKEH MPeJoCTaBIATHCS TOIBKO
moclie YCIEeNTHOTo 3aBepIieHus UIeHTHGUKAINN, ay TeHTUPUKAIINH.

[lonmydyenue monp30BaTeleM HWMEHH B WHPOPMAIIMOHHON cHcTeMe U Mapolid, KOTOphIE
o0ecneunBaoT TOCTYI K HHOOPMAIIMOHHON CHCTEMeE, JIOMIKHO OCYIIECTRISATHCS IO MPEICTABICHUTO
PYKOBOJIUTEIS CTPYKTYPHOTO TIOpa3/IeIIEHUS.

YupasjeHue 10CTyIOM

B I'b/IOY NomKHO OCYHMIECTBIATHCS YIpaBJIeHHE JTOCTYNOM K MHQOpPMAIMOHHON cucTeMe
MOCPE/ICTBOM pealli3allid HeOOXOJUMBIX METOJIOB, THIIOB W TpaBUI pa3rpaHUYeHUs] JOCTyMa
nmonb3oBarensaM uHpopMmaruoHHol cucteMbl ['BJIOY. B ToMm umcie obecnedeH 3amuIeHHBIER
yAaNeHHBI JOCTYN CYOBEKTOB JOCTYIAa K OOBEKTaM JIOCTyla uepe3 BHEIIHHe WHEPOPMAIUOHHO-
TEIIEKOMM YHUKAIIHOHHBIE CETH.

Be3zonacHocTs nipn padoTe ¢ HOCUTeIIMU HHGOPMAIIHA

Padotnuku 1'BJIOY n0mKHBEI HWCOONB30BaTH TOJNBKO YUTEHHBIE CHEMHBIE MAITUHHBIE
HOCUTeNH WH(OpMAaIUK AT BBIIONHEHUS CBOUX JOJLKHOCTHBIX oO0s3aHHOCTel. Mcmonn3oanue
ChEMHBIX MAIMUHHEBIX HocuTenelt nadopmaruu B 'b/IOY B HHBIX ENIX CTPOTO 3aIPeIeHO.

CreMHuBIe MAIIMHABIE HOCUTENN UH(YOPMAIIUN JTOKHBI XpaHUTCS B OMeYaThHIBAEMBIX MIKadax,
B ITOMEIIEHUAX B KOTOPHIX MpeaycMOoTpeHa o0padboTka nHpopMannuu orpaHUUeHHOTO IOCTYyIa.



B cnyuae kpaxu WU MOTepU CHEMHOTO MAIMHHOTO HOCUTENS WHPOPMAIUH, a TaKkKe WHBIX
HHIAIEHTOB, KOTOphle MOTYT TPUBECTH K HapYIIeHHWIO CBOUCTB WHQGOPMAIUU OTPaHUUYEHHOTO
JIOCTYTA, JOIKHBI IPOBOAUTHCS MEPOLIPHATHS 11O paccleJIOBAHUIO TAaKUX HHITUICHTOB.

[Ipu BBIBOJAE M3 DKCIUTyaTallid CHEMHOTO MAIMHHOTO HOCUTENS WHPOpPMAIHH, Bce JaHHBIE,
XpaHsmyecs Ha HeM, JIOKHBI OBITH yAANeHBl ONpeAelleHHol KoOMHCCHel W3 uucia pabOTHHKOB,
CpeZICTBOM TapaHTHPOBAHHOTO YHHUUTOXeHUs nHPpopMaIruu.

@dakT yHUUTOXKEHUS WHPOPMAIMA Ha CHEMHOM MAIIMHHOM HOCHUTele WHGOpMAIuu
dukcupyeTcs B akTe 00 YHUYTOKEHHH WHQOpPMAIMH CO CHEMHOTO MAIIMHHOTO HOCHUTENS
uHbOpMAaIUm.

Perucrpanns co0bITHIA

B TI'BJIOY  jgomkHa  OCYIECTBIATHCA ~ PETHUCTpAllUM  COOBITHH  Oe30MacHOCTH
Ha Bcex KoMmoHeHTaX uWHpopManuoHHbEIX cucteM [BJIOY, B KoTopweix oOpabaTbiBacTCs
3arunaeMas HHPOpPMAITHs.

AHTHBHPYCHas 3alIUTA

B uensx oOnapyxeHuss W ycTpaHeHHS BpeloHOCHBIX mnporpaMMm B ['BJIOY momxkubr
HCIIONB30BATRHCS CPEJICTBA aHTUBHUPYCHOI 3aIMUTH HHGOPMAITUH.

O06s3aTeNbHOMY KOHTPOMIO CPEJICTBOM aHTUBUPYCHOH 3alllUTBl HMHPOpPMAIHUHU JIOJKHA
moanekate nobas wuHpopManug (TeKCTOBBIE Qaitnel MoObIX  ¢GopMaToB, Qaitibl JaHHBIX,
HcroNHgeMble (alinpl), MmoilydaeMas W TepefiaBaeMas IO JIOKATbHOW BBIYHUCIUTEIHLHOU CEeTH
B TOM 4YHClle W ceTIM OOINero TMONB30BaHUA, a Takke HWHMopManus, XpaHuMas Ha CHEMHBIX
MAIMHHBIX HOCUTENIX uHpopManuu.

[Ipu ycranoBke TporpaMMHOTO oOOecleueHHus WIH €ero OOHOBIEHHWS Ha CeBEepHOE
o0opyaoBaHWe JOJKHA aBTOMATUYECKW BBEITIONHATHLCS Wpe/IBapuTeNbHas TpoBepKa JTaHHOTO
MpOrpaMMHOTO 0OecTieueH sl Ha OTCYTCTBHE BPEJJOHOCHOTO MPOTPaMMHOI0 00ecIIeueHu .

OOHoBnenne 06a3 cCUTHATYp JUISL cpejicTBa aHTUBHUPYCHOH 3alUTH WHGOPMAIUU JOTKHEI
OOHOBIATHCA €KETHEBHO.

[lonb3oBarenn oe3 npaB aJAMUHHUCTpaTOpa uHbopMaITUOHHON CHUCTEMBI
I'BJIOY He AOMKHBI UMETh BO3MOKHOCTH MOMYUYEHHS JIOCTYNa K KOHPUTYpPAIlUd aHTHUBUPYCHOTO
Cpe/ICTBa 3alIUTHI WU €T0 OTKIIIOUEeHHS.

KonTtpoan 3amumenHocT nepcoHa IbHbLIX JAaHHBIX

B mensx uckmoueHust HKCITyaTallMH YS3BUMOCTEH MpOrpaMMHOrO oOecledeHus JTOMKHBI
MpoBOAUTCS paboOTHl 1O BBISABICHUIO, aHANW3y YsA3BUMOCTel WHQOOPMAIUOHHON CHCTEMBI
U ONepaTHBHOE YCTpaHEHHWEe BHOBL BEHIIBIEHHBIX ys3BUMOcTedl. B ToMm umncine opranuzanus
KOHTPOIIA YCTaHOBKH OOHOBIEHHS TMPOTpaMMHOTO oOOecledeHus BKIIOYas CPEACTB 3al[UTHI
uHpOpMAaIUN.

Hcnonb3oBanue NporpaMMHOro odecredeHus

Bribop mnporpamMmMmHOoro obecnedeHus I NPOU3BOACTBEHHBIX HYXA ['BJIOY nomken
MPOU3BOJUTHLCS B TPUOPUTETE K OTEUECTBEHHOMY, BHeceHHOro B EmumbIil peecTp poccuiickux
mporpaMMm JUIsl JIEKTPOHHBIX BBIUACITHUTENBHBIX MAlMUH U 0a3 JaHHBIX. B cimydae oTCyTCTBUA
a"aiora B EquHoM peectpe poccHifcKUX MporpaMM A DJIEKTPOHHBIX BBIYHUCIUTENBHBIX MAalllH
u 0a3 JaHHBIX JIOMyCKaeTcs HCIONB30BaTh MPOrpaMMHOrO oOecrnedueHne WMIIOPTHOTO
MPOU3BOICTBA.

Hcnoan3oBanue cpeacTB KpunTorpadpu4eckoii 3amursbl nHGopMannu

Obecrieuenne 3amuTh HHOOPMAIIUN OTPAHUYEHHOTO JIOCTYIA OT PACKPBITHS, MOJIUPUKAITIN
U HaBs3BIBaHUA (BBOja JIOkHOUW wuHMOpManuu) TpH ee mepedade (MOATOTOBKE K Tepesade)
0 KaHallaM CBS3W, WMEIOIMM BBIXOJ 3a Mpefensl KOHTPOIUPYEeMOH 30HBI oOecrednBaeTCs
MpUMEHEHNEM CPeJICTB KpUnTorpaduyueckoit 3amuTel nHpopMaIum.

[Ipuobperenne  cpeAcTB  KpunTorpaduueckoit  3ammutel  uHGopManuu  ['BJIOY
OCYIIECTBISIETCS. HA OCHOBAHWUH JIOTOBOPOB W KOHTPAKTOB C JUIAMH UMEIONIUMHU JIEHCTBYIONIYIO
manen3nio @Chb Poccun Ha ocyliecTBIeHWE JAESITENBHOCTH MO pa3padOTKe, MPOU3BOJCTRY,
pactipocTpaHeHuio MUGPOBATBHBIX (KpUTITOTpaduieckux) cpeacTB, UHPOPMAIMOHHBIX CHCTEM
U TEIeKOMMYHUKAIMOHHBIX CHCTEM, 3alllUIIEHHBIX C HCIONb30BaHWEM MH(POBATBEHBIX
(kpuniTorpadUdecKux) CpesICTB, BHIMOTHEHUIO padoT, OKazaHHIO YCIYyr B oOMacTu MuQpoBaHUS



uHpopManuy, TeXHUYECKOMY OOCITYKHUBaHUIO MHUPPOBATBHBIX (KpUNTOTpaduUecKnXx) cpescTs,
HHPOPMAIIMOHHBIX CUCTEM U TETeKOMMYHHUKAIMOHHBIX CHUCTEM, 3aIUINEHHBIX C UCTIOIL30BAHUEM
M poBaTbHEIX (KpUNTorpadueckux) cpe/cTB (3a WCKIIOUEHUEM CiIydas, eclii TeXHHYecKoe
oOcimyxuBaHue IMMUPPOBATBHBIX (KpUNTOTpadUUecKuX) CcpeicTB, HHPOPMAIMOHHBIX CHCTEM
U TeleKOMMYHUKAIMOHHBIX CHUCTEM, 3alllUIIEHHBIX C WCHOIB30BAHUEM IMHQPPOBATLHBIX
(kpunTorpaduyuecKkux) CpecTB, OCYIIECTBIAETCS M o0ecreueHHs COOCTBEHHBIX HYK]
IOPUINYECKOTO JTUTA WU HHAUBUAYATHEHOTO TPeANPUHAMATENS).

[Toptansubie pemenuss 'BJIOY ¢ Bo3MOXKHOCTBIO JOCTyIa ¢ ceTelt oOIIero moab3oBaHUS
JIOJKHEI B TIPUOPHTETE pa3padaThIBaThCsl ¢ OpraHu3alueil 3aluINeHHoTro KaHala MOCPEACTBOM
npotokona TLS ¢ mognepxkoii anroputmoB ['OCT 34.10.

Hcnoan3oBanue 31eKTPOHHOI MOYTHI

DIeKTpoHHAd MouTa JOMKHA ucmonb3oBaThed B ['BJIOY ¢ mnenpio opranuzanum oOMeHa
DNEKTPOHHBIMUA  COOOIMEHUSMH MEXTy padOTHUKaMU U cyOBbeKTaMu  HHQOPMAIMOHHOM
0e30macHOCTH.

[1pu ucrmonbs30BaHUN PNEKTPOHHON MTOYUTHI 3aMpelaeTcs:

oOMeH uHpopMaIueit A cirykeOHOTo TOMBE30BaHus, a Takke nHpopManuel orpaHUIIeHHOTO
JIOCTYTIA;

MpeAoCTaBIeHNEe TOCTYIA K DIEKTPOHHOU MOYTe ¢ UCMONB30BaHUEM JAaHHBIX CBOEH yueTHOM
3aMKCH TPETHUM JTUTIAM;

nyONUKaI|s CBOEro CIYKeOHOTO ajpeca HIEKTPOHHOW MOYTHI B DNEKTPOHHBIX KaTalloTax,
Ha TOWCKOBBIX MaIlMHAX M JIPYTUX pecypcax ceTw MurtepHer B 1mensaxX, He CBS3aHHBIX C
HCTIOMHEHUEM CBOMX JIOKHOCTHEIX 00s3aHHOCTEN;

MOAMNHUCKA 0 AIIEKTPOHHON ToUTe Ha pa3MUyHbIe PeKIaMHBIE MaTepHalbl, TUCTHl PACCHUIKH,
DIEKTPOHHBIE JKYPHAIBI W T.J., HE CBA3aHHBIE C BEHIMTOJHEHUEM TMOJB30BATENEM JOIKHOCTHBIX
o0sg3anHoCTEld;

OTKpBITHE (3allycK Ha BHIIONHEHHWe) ¢aiioB, MONYYeHHBIX TO DIEKTPOHHOM mouTe
UM w3 pecypcoB cetu Murtepuer, 0e3 mpenBapUTenbHONH TPOBEPKH WX aHTHBUPYCHBIM
MPOTrPaMMHEIM 00O€CTIE€UeHUEM.

Pa6oTa B ceTiX 00mIero no/jibL30BaHuA

I'B/IOY ocTaBnseT 3a coboil mpaBo OTOKHPOBATH WIIM OTPAaHHUYABATE JOCTYN PaOOTHHUKAM K
CETSIM CBA3M OOINEro MONb30BaHUs, B TOM unclie ceTu MuTepHeT, cofepkanne KOTOPBIX HE UMEET
OTHOMICHUS K UCTIOTHEHUIO JOMIKHOCTHRIX O0sS3aHHOCTeH, a Takke K HHPOPMAITHOHHBEIM pecypcaM,
coJiepaHWe W HaMpaBIECHHOCTH KOTOPBIX 3allpelleHbl  3aKOHOJMATENhCTBOM  Poccuiickoit
Oenepanud.

Nudopmaniugs o mocemaeMbix padoTaukamMu [BJIOY  uHbOpManmoHHBIX pecypcoB
MPOTOKONMUPYETCA [Tl TOCHEAyIolero aHauW3a HW, MOpu HEeOoOXOAUMOCTH, MOXKET OBIThH
Mpe/icTaBlIeHa PyKOBOAUTENAM CTPYKTYPHBIX MoJIpa3ieeHuii, a Takxke pykooautento [ bJI0OY ana
KOHTPOITA.

IIpu ucnones3zoBanun cetu MHTEpHET 3amperieHo:

HCIIONB30BaTh npeAoctaBiennsii [’ BJIOY noctyn B ceTh MHTEpHET B MHUHBIX NENAX;

HCIIONB30BaTh HECAHKIIMOHUPOBAHHBIE TIPOTpaMMHEBIE B MPOTPaMMHO-allIapaTHBIE CPECTBA,
MTO3BOJISIONINE TTONYYUTh HECAHKIIMOHUPOBAHHEIN TOCTYN K ceTu MuTepHeT;

myONMUKOBaTh, 3arpykaTh W pPaclOpoCTpaHsATh MaTepHalbl CcojAepKallue HeIOCTOBEPHYIO
undopmarmio o I'BJIOY, a Takxke panscuduuponaTs cBoit IP-anpec.

Pe3epBHOe KONMUpOBaHNE U BOCCTAHOBJIEHHE JAHHBIX

OcymiecTBienne pe3epBHOTO KOMUPOBAHUS JOIDKHO OCYIIECTBIIATHCS TS

undopMaruu  obpabareiBaeMoif Ha (dalimoBoM cepBepe U cepBepe TPUIOKEHUH,
HH(OPMAITHOHHON CUCTEMEI;

padounx MecT aIMUHUCTPATOPOB UHPOPMAITMOHHON CUCTEMBL.

YacTtoTa W pexuM pe3epBHOTO KOMHUPOBAHUS YCTaHABIHUBAIOTCA TaKHUM 00pa3oM, YTOOBI
o0ecreynTs MUHAMAIBHYIO TOTEPIO JAaHHBIX U OMEePaTHBHOE BOCCTAHOBIEHHE.

HacTtpoiika pe3epBHOrO KONHPOBAHUS W BOCCTAHOBIEHUS pecypcoB HH(POPMaMOHHBIX
cucteM I'BJIOY nomxHBI poBOAUTE ynonHoModeHHwle padotuuku ' BJIOY.



PesepBHoe KomwpoBaHWE JIOMKHO  OCYHIECTBIAATHCS B aBTOMAaTHUYECKOM  peKUME
C TIpUMEHEHHEM OTE€UeCTBEHHOrO CIENHaIu3UpPOBAHHOTO CpEJCTBa Pe3epBHOTO KOMUPOBAHUS
C JEHCTBYIOIUM CepTH(PUKATOM COOTBETCTBHS MO TpeOOoBaHUAM Oe30MacHOCTH WH(OPMAITUH
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUSA K ITPOUHECCAM YIIPABJIEHUA
UH®OPMAIIMOHHOM BE30IMMACHOCTHIO

Monutopunr ungopManuoHHoii 6e30MacHOCTH

Ha mocTosHHONW OCHOBE JOMKEH TPOBOJUTHCI KOMIUIEKCHBIH aHamu3 (QyHKIHOHUPOBAHUS
uHopmarmonnoi cucteMsl I’ B/IOY 1 Bo3HHUKAIOMUX COOBITHIT HHPOPMAIIMOHHON Oe30TacHOCTH.

[Iporiecc MOHMTOpPHHTA CHUCTeMBI obecrieueHus HWHGOPMANUOHHONU 0e30MacHOCTH JOMKeH
BKIIIOYATh B ce0s KOHTPOJIb OPraHW3alMOHHBIX W TEXHWUYECKUX Mep MO0 3aluTe WHQPOpMAaIWH,
aHaln3 MmapaMeTpoB KOHPUTYpAIUU U HACTPOUKH CPEJICTB 3aIMUTH HHPOPMAIIIH.

[Ipy mpoBeneHUN KOHTPONBHBIX MEPOIPHUATHH, CBA3aHHBIX C OIEHKOW peamu3aluu Mep
mo 3amuTe uHbopMmanuu B I'BJIOY, ymonnoMoueHHBIEe paOOTHHUKU JOMKHEI TPUIEPKUABATHCS
CIEAYIOIUX TPUHIIUIIOB!

He HapymaTs QYyHKITHOHUpOoBaHUe AesTenbrocT ['B/I0Y;

JIEWCTBOBATh B COOTBETCTBUU C YTBEPKIACHHBIMUA OPraHU3allMOHHO-PACTOPAAUTENBEHBIMA
nokyMmentamu I'BJIOY no 3amute uHdopmariiu;

He CKpBIBATh (DaKTHI BRIABIEHHBIX COORITHN HHPOPMAITHOHHOI Oe30acHOCTH;

o OpMIIATE OTUETHI, TOATBEP:K/IAIONIIE BHITONHEHNE MEPOTIPUITHI 110 3aluTe HHPpOpMaIIin.

Nudopmariig, TmoNydeHHas B XoJe TNPOBEJACHHUS KOHTPOIUPYIOMUX  MEPOIPUITUAL
0 JIEHCTBUSX, COOBITHAX W MapaMeTpax, UMEIOMMX OTHOIIEHWE K peamu3aldd Mep MO 3alluTe
uHopManuu, JOKHA KOHCOMHUIUPOBATHCS W XPAHUTHCS B MecTax, UCKIIOYAIONIMX MOTydeHue
K Hell HECaHKIIMOHUPOBAHHOTO JOCTYIIA.

MOHUTOPUHT JaHHBIX O 3apeTHCTPUPOBAHHBIX COOBITHUSAX MHPOPMAIMOHHON Oe3omacHOCTH
JIOJKEH TIPOBOJUTHCS, IO BO3MOKHOCTH, ¢ UCHOIB30BAHUEM CHUCTEMBI MOHUTOPHUHIAa WUHITUICHTOB
nHdopmanronHoit 6€30MacHOCTH W BCTPOSHHBIX MEXaHWU3MOB HACTPOUKH W ayauTa COOBITHI
B TIPOTPaMMHBIX W TMPOTpaMMHO-aNMNapaTHRIX CpeJcTBaX, HCHOMB3YEeMBIX B HHQYOPMAIMOHHOM
undpactpykrype I'BJIOVY.

YupasieHue puckaMu

Omnpenenenre BHYTPEeHHUX TpeOoBaHUN MO 3aluTe WHPOPMAIUH, JTOMKHBI OCHOBBIBATHCS
Ha pe3ynbTaTaX NpPOBEJEHUsS aHalW3a PHUCKOB HapYIIEHWS OCHOBHBIX CBOWMCTB 0€30MacHOCTH
s uaopMannoHHBIX pecypcos 'B/IOY.

OcHOBOIf OIlEHKH PUCKOB JIOMKHA OBITH OlleHKa YCIOBHUM U (PaKTOPOB, KOTOPEIE MOTYT CTaTh
MPUYUHOMN HAPYIIEHUS IIETOCTHOCTH, KOHGUASHIINATHFHOCTH U IOCTYITHOCTH IS HHPOPMAITHOHHBIX
pecypcoB I'bJ/IOVY.

Pe3ynpTaToM mpoBefeHHs aHald3a PHUCKOB JOIKEH OBITH pa3paOOTaHHBINH KOMIUIEKC Mep,
HAllpaBJIEHHBIX HAa CHUKEHUE BO3MOXHOIO HETAaTUBHOIO BIIMSHUSA HA OCHOBHYIO JIEATENBHOCTH
I'BIOY mnpu peanu3aluul Toit WM HHOUM yrpo3sl 6e30TMacHOCTH HHPOPMAITUH U 00eCcTIeUnBAIOITHX B
JaNbHENIIeM TOCTaTOUHEIN YPOBEHD 3alUIeHHOCTH nHpopManuoHHbix cucteM I'BJIOY.

Ynpas/ienue nHuaeHTaMiA HHGOPMAITHOHHOH (€30MaCHOCTH

Jlng obecrieyenus 3hPeKTUBHOTO pazpellieHns HHITHASHTOB HHPOPMAIHOHHOM He30macHoCcTr
B ['b/IOY, MuHnMHU3anuu NOTEPs U YMEHBIIEHUS pUCKa BO3HUKHOBEHHUS MOBTOPHBIX WHITHJCHTOB
JIONKHO OCYIIECTBIATHCA yIIpaBIeHNe HHITHCHTaMU HHPOPMAITHOHHON O€e30MacHOCTH.

Jlng ymopaBlieHHs WHIUAeHTaMHd HHpOpMalnuoHHOW Oe30macHOCTH OMMKHa OBITH cO3/1aHa
city:k0a MOHUTOPHUHTA W pearupoBaHus Ha WHIUACHTH HHPpOpPMAMOHHON 0€30MacHOCTH, KOTopas
MOCPEJICTBOM KOMIIIIEKCA CPEe/ICTB B Meponpustuil 1t cbopa W KOHCOMUAANUU WHPOpMAIUH
00 WHIHJEHTAX pelaeT AAHHYIO 3ajady. B OTHOIIEHWH KaX/I0TO MPOH3OIIEANIero WHITHACHTa
paboTHUKaMU ©3 CHYXKOBl MOHUTOPWUHTA W pearupoBaHUS Ha HHIHUJISCHTHI HHPOPMAIHMOHHOM
0e30MacHOCTH JIOMKEH BHIOMHATHCS €ro aHalnu3, U pa3padoTka 3QPeKTUBHBIX Mep pearupoBaHUs
Ha JJaHHBIU UHIAJIEHT.

AYIUT cucTeMBbI oOecniedeHus HHPOPMALIMOHHOH (6e30MacHOCTH



B memgx oneHku Tekymero yposHs nHpopManuonHoi 6e3onacaoctr I'BJIOY Ha perymspHoit
OCHOBE JIOJKEH TIPOBOJIUTHCA ayTUT UHPOPMAIIHOHHOI Oe30TacHOCTH.

BuyTpennve ayauThl JOMKHBI BBEIMOMHATHCS padotnukamu ['BJIOY. B uucmo 3anau,
pelaeMbIX TPy MPOBeIeHUH BHYTPEHHUX ayIUTOB HH(OOPMAIMOHHON 0€30TTacHOCTH, BXO/IAT:

cOop W aHalk3 WCXOJHBIX JAHHBIX 00 OpraHU3alHOHHOU W (QYHKIHMOHANBHOW CTPYKType
HH(OPMAITHOHHBIX CUCTEM, HEOOXOIUMBIX JUTS OIIEHKH COCTOSIHUS CHCTEMBI 3alTUTHI HHPOPMAITHH;

aHamu3 YTBEPKIACHHBIX OPraHU3AIMOHHO-PACHOPSIAUTENBHEIX JOKYMEHTOB TIO  3alllUTE
uH(OPMAITHH Ha MpeMEeT UX MONHOTH U 3PPEeKTUBHOCTH, a TaKke GOopMUPOBaHUE PEKOMEH 1aInit
0 UX JIOpadOTKe UNH pa3pabOTKU HOBHIX;

obocHoBanue (QuHaHCOBOW HP(PEeKTUBHOCTH BHOBbL NPHUOOPETAEMBIX CPEJCTB 3alllUThI
HHPOPMAITHH;

MpoBepKa TMPaBUIRLHOCTH BBRIOOpA W HACTPOWKH CPEJCTB 3alUTHl  HWHpOpManuu,
dbopMupoBaHre TpeToKeHUH O UCIONB30BAHNIO0 UMEIOITUXCS CPEJICTB 3AIUTE MHPOPMATIUH JIITS
MOBBIIEHUS YPOBHS HaJEKHOCTH U Oe3omacHOCTH nHpopMarmonHbx cucteM [ BJIOY;

aHaliu3 OTYETOB TIO TIPOU3OIIESANINM HWHIHJACHTaM WHQPOPMAIMOHHON Oe30macHOCTH
U TIPUHATEIM MEPaM TI0 UX pa3pelIeHulo.

[HoBbImenne 0cBeTOMIEHHOCTH PAGOTHUKOB

B paMkax opranmzanue = KOMIUIEKCHOTO TPOTHBOAECHCTBHA yrpo3aM 0e30MacHOCTH
undopMarui, ucxogdsmuM oT padotHukoB ['BJIOY  momkHAa TOCTOSHHO TOBBIMIATHCS
HX OCBEJOMJIEHHOCTE B OOJIACTH 3alIUTHI HHPOPMAITHH.

[ToBemmenue ocBenomnennoct pabotnukoB I’ BJIOY ocymectBusteTcs:

o cymecTtBytomuM B I'bJI0Y opranuzanmonHo-paciopsaIuTeNHEIM TOKYMEHTaM;

o npuMensieMbIM B ' BJIOY Mepam 3amuTel nHGOpMAIINT;

O MPaBUIBHOMY HCIIONIB30BAHUIO CPEJICTB 3aAIUTH HHPOpPMAIIHH.

7 3AKJIIOYEHHUE

[Ipu wm3Menenwu naecTByIOWEro 3aKoHoAaTeNbcTBa Poccuiickoit ®enepanuu B o0IacTH
3aUTel UHQOPMAIUK, a TakKe OpraHW3allMOHHO-PACTIOPITUTENbHEIX MokyMeHToB ['BJIOY
Hactodmas [lomuTrka ¥ U3MeHEHUS K HEW NMPUMEHSAIOTCA B 4YacTH, HE MPOTHUBOpEYAlledl BHOBB
TPUHATEIM 3aKOHONATENBHBIM U MHBIM HOPMAaTUBHBIM aKTaM, a TaKKe BHYTPEHHUM JIOKYMEHTaM
I'BIOY.

Bce TpebGoBanus, ycTaHOBNEHHBIE JCHCTBYIOIIUM 3aKOHOJATENLCTBOM  Poccuiickoit
®enepanuy, NOM3aKOHHBIMA aKTaMH W JIOTOBOPHBIMH OTHOINEHHAMH, a Takxke mnonaxon ['BJIOY
K OOECHEeYeHUIO0 COOTBETCTBUS HTUM TpPeOOBAHUAM JOLKHBI OBITH SIBHBIM 00pa3oM OMpe/eNeHEl,
JIOKYMEHTUPOBAHEI U TIOJJIEPKUBATHECS B aKTYAIIbHOM COCTOSIHUU.

I'b/IOY B  0OpuOpUTETHOM  HaMpaBlIeHHWW  JODKEH  paccMaTpuBaThCs  MEPEXO
a TIporpaMMHOro obecrnedeHre OTeUeCTBEHHOTO MPOU3BOAUTENS, BKIIOUEHHOTO B €UHEIN peecTp
POCCHIMCKUX TIpOrpaMM JIsl DIIEKTPOHHBIX BBEMUKACTUTENHHBIX MAllUH B 0a3 JaHHBIX. B ToM uucne
M0 YacTH CEepBEPHOr0, KOMMYTAIIMOHHOTO OOOpY/IOBaHHS W MPOrpaMMHO-allapaTHBIX CPEJICTB
BKITIOUEHHBIX B EIMHBIN peecTp pOCCUUCKON paguo3IEKTPOHHON TIPOIYKIIUU.

[lepecmoTp ® BHeceHWe U3MEHEHHH B HacTodumyto [loMUTUKY  OCYINECTBISIOTCH
Ha NEPUOINYECKON U BHETITAHOBOL OCHOBE.
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